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1. BBegeHue

B 3TOM [0KyMeHTe OCBeIljal0TCd HeKOTOphble TeXHUUYeCKHe pasjuuug Mexay FreeBSD u Linux®,
4TOOBI I10/Ib30BaTeM LINUX® cpefHero ¥ MpoJABUHYTOI0 YPOBHEN MOIJIM OBICTPO 03HAKOMHUTHCA C
ocHoBaMH FreeBSD.

JTOT NOKYMEeHT IipejriosiaraeT, yro FreeBSD yyke ycraHoBJIeHa. /Iy I10JIydeHUS IIOMOIIM II0
Iporieccy YCTaHOBKH obpaTuTech K IJIaBe
extref:https://docs.freebsd.org/ru/books/handbook/[VcTanoBka FreeBSD, bsdinstall] PykoBozacTBa
FreeBSD.

2. CrangapTHas 000/7104Ka

[Tosb3oBaTesnu Linux® 4acTo YAUBJILIOTCA, OOHapy’KWUB, 4TO Bash He saBigeTcs 060JI0YKOM II0
yMmosyaHuio B FreeBSD. Ha camoM fesie, Bash He BK/IFOUEH B CTaHJapTHYH YCTAaHOBKY. BMecTo
39TOr0 HCIIOJIb3yeTcsd coBMecTuMasi ¢ Bourne shell o6osouka sh(l) B kKadecTBe 000JI0YKHU
[10J1b30BaTeJIsd 110 yMordaHuo. O6os0uka root — ato tcsh(1) mo ymosmuanuio B FreeBSD 13 u 6oJtee
paHHUX Bepcuax U sh(1) B FreeBSD 14 u mosgHee. O6osiouka sh(1l) oueHb 1oxoska Ha Bash, HO
HMeeT ropas/io MeHbIIINU Habop BO3MOXKHOCTel. Kak mpaBU/IO, CKPUIITHL, HallMcaHHble 11 sh(l),
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oyxnyT paboTaThk B Bash, HoO o6paTHOe He Bceria BEPHO.

OpHaxko Bash u gpyrve 060JI0UYKHU JOCTYIIHBI V11 YCTAaHOBKU Yepe3 KoJUIeKITUI0 ITIOPTOB U [IaKeTOB
FreeBSD.

[locsie ycTaHOBKU [Jpyrodn 0600704KM wucooab3ydTe chsh(1l), 4TOGBI H3MEHUTH O0O00JI0UKY
I10JIb30BaTeJId II0 yMOJIYaHUK. PeKoOMeH[yeTcs OCTaBUTh OOO0JIOUKY II0Jb30BaTessi root 6e3
U3MeHEeHU!, II0CKOJIBbKY O000JIOUKM, He BXOJdll[e B 0a30BYI IIOCTaBKY, yCTaHaBJIWBAKOTCA B
/usr/local/bin. B ciiygyae BO3HUKHOBeHUS IIpobJsieMbl QaiyioBasg CHUCTeMa, B KOTOPOU HaXOIUTCI
/usr/local/bin, Mo>KeT OBITH He CMOHTHPOBaHa. B TakoM cuTyaluu y root He 6yZeT JOCTyIIa K CBOeH
000JI0UKe 10 YMOJIYaHUIO0, UYTO [IOMeIllaeT eMy BOUTU B CUCTEMY U YCTPAHUTH IIp06IeMy.

3. IIakeTsI U IOPTHI: YCTAHOBKA IIpOrpaMM B
FreeBSD

FreeBSD ImpenocCTaBisi€eT OBa MeTOda YCTaHOBKH HpI/IJIO)KeHI/If/'Ii GI/IHapHBIe IIaKEThl H
CKOMITMJIMPOBaHHBIE IIOPTHL. Ka>1<,/11)11?1 METO/l UMEET CBOH IIperUMYIIIeCTBaA:

BunapHble nakemol

* BrIcTpast ycTaHOBKA I10 CPAaBHEHUIO C KOMITMJIAITHEH KPYITHBIX TPUJI0KEHUH.
* He TpebyeT MOHMMaHUs TOT0, KaK KOMITMJIMPOBATh IIPOTpaMMHOe 06ecIleueHuUe.

* HeT He06XOJMMOCTH yCTaHABIUBATH KOMIIUJIATOP.

Ilopmul

* BO3MOJXHOCTb HaCTPOMKHU I1apaMeTpPOB YCTAaHOBKU.

* MoryT 6bITh IPUMEHEHBI II0JIb30BaTeJIbCKUEe ITaTUYH.
Eciim ycTaHOBKa NPWIOXKEHUS He TpebyeT [OIIOJIHUTEIBLHOM COOCTBEHHOM HACTPOMKHY,
JOCTaTOYHO YCTaHOBUTH IakeT. CoOupaiTe IIOPT, eCAU NPUIOKEHUI TpebOyeTcs H3MeHeHUe

IapaMeTpPOB, 3aJlaHHBIX B IIaKeTax II0 YMOJYaHHUK. [Ip1 HEO0OGXOMUMOCTH COOGCTBEHHBIN ITaKeT
MO>KHO COOpaTh U3 IIOPTOB C IIOMOIITLI0 make package.

[TOJTHBIH CIIMCOK BCEX HOCTYIIHBIX IIOPTOB U IIaKETOB MO’KHO HaWTH 31 eCh.

3.1. IIakeTnI

[TakeT®l — 3TO IIpeABapUTEIbHO CKOMIIMIMPOBaHHEBIE IIPUJIOKEHUS, 9KBUBAJIEHTHI Qpaiiios .deb B
cucreMaxXx Ha ocHoBe Debian/Ubuntu u ¢aiysoB .rpm B cucreMax Ha ocHoBe Red Hat/Fedora.
[TakeThl yCTaHaBJMBAKOTCI C IIOMOIBI0 pkg. Hampumep, ciefyrolnas KOMaH/a yCTaHaBIUBaeT
Apache 2.4:

# pkg install apache24

JJI1  TIOJIy4YeHUs [OIIOJIHUTEJIbHOM WHPOpMallMM O IlaKeTax ob6paTurech K pasgeay 4.4
PykoBozxcrBa FreeBSD: extref:https://docs.freebsd.org/ru/books/handbook/ports/[Hcriosnb3oBanue
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pkg mu1g ympaBieHus 6MHapHBIMU I1aKeTaMU, pkgng-intro].

3.2. IIopTEI

Kosutekniys moptoB FreeBSD — 9To Habop Makefile v maTuei, crieniuaJbHO afallTUPOBAHHBIX IS
YCTaHOBKHU IIPUJIOKEHUH U3 UCXOAHOTO Koza B FreeBSD. IIpu ycTaHOBKe ITOpTa CHCTEMA 3aTPy3UT
HUCXOIHBIN KOJI, IIPUMEHUT He0OX0AUMbIe ITaTuYH, CKOMIIMJIMPYET KOJ U YCTAaHOBUT IIPUJIOKEHUE
BMecCTe C TpebyeMbIMU 3aBUCUMOCTSIMHU.

KoJuteK1iys IopToB, MHOIZA Ha3biBaeMasl lepeBOM II0OPTOB, MOKeT OBITh YCTaHOBJIEHA B /usr/ports
¢ nioMoipio Git. ITogpo6HBIe MHCTPYKIIUU II0 YCTaHOBKe KOJUIEKITUU IOPTOB MO>KHO HAaWTH B
extref:https://docs.freebsd.org/ru/books/handbook/ports/[pasmene 4.5.1, ports-using-installation-
methods] PykoBozcTBa FreeBSD.

11 COOPKH IIOpTa IlepedJyTe B €ro KaTaJoI M 3aIllyCTUTe IIpoIjecc COOpPKHU. B ciepyromieMm
IIpUMepe ycTaHaBJIuBaeTcd Apache 2.4 U3 KOJJIEKIIUH ITIOPTOB:

# cd /usr/ports/www/apache24
# make install clean

[IpeMMyIlleCTBO  MCIIOJIb30BaHUA IIOPTOB I YCTaHOBKHM IIPOIPaMMHOIO  ob6ecliedeHHus
3aKJII0YaeTCsd B BO3MOKHOCTHU HAaCTPOMKHU IIapaMeTPOB YCTaHOBKU. B 9TOM IIpuMepe yKas3aHO, UTO
TaK’Ke T0/DKeH OBITh YCTaHOBJIEH MOAy/Ib mod_ldap:

# cd /usr/ports/www/apache24
#f make WITH_LDAP="YES" install clean

Ob6paTtuTech K extref:https://docs.freebsd.org/ru/books/handbook/ports/[Hcriosb30BaHMe
KOJIJIEKIIMHU II0PTOB, POrts-using] 71 moy4eHus JOII0JTHUTEeIbHOM HHPOPMAaIIUH.

4. 3arpys3kKa cCuCTeMBbI

MHorue IUCTpUOYTUBEI LiINuX® UCIIOIB3YIOT CUCTEeMY MHUIMaIu3anuu SysV, Torna kKak FreeBSD
HUCII0JIb3yeT TPaJAUIMOHHBIN BSD-cTUIb init(8). B BSD-cTmiie init(8) HeT ypoBHeM 3amycka (run-
levels), u ¢atin /etc/inittab oTcyTCcTByeT. BMeCTO 3TOT0 3aIlyCK CUCTEMBI YIIpaBJseTCs ClleHapUsIMU
rc(8). Ilpu 3arpyske cucreMsl /etc/rc unTaert /etc/rc.conf u /etc/defaults/rc.conf, 4yT06BI OIIpeAEIUTS,
Kakye CIy>KObl [OJDKHBI OBITH 3allyllleHbl. YKasaHHble CIy>KOBI 3aTeM 3aIlyCKalTCa IIyTeM
BBIIIOJIHEHUSI COOTBETCTBYIOIMX CIleHapHWeB HHUIMAJINW3al[UU, PacIoJIo’KeHHBIX B /etc/rc.d/ u
/usr/local/etc/rc.d/. 3TU clleHapyUM aHaJIOTUYHBI CIleHapHsAM, PacIIOJIOKeHHBIM B /etc/init.d/ B
cucreMax Linux®.

CKpUIITHI, pacHoJIo’KeHHBIe B /etc/rc.d/, IpegHasHayeHbl [AJI IIPUIOKEHUM, BXOAAIINX B
"6a30By0" CUCTeMy, TaKuUX Kak cron(8), sshd(8) m syslog(3). Ckpuntsl B /usr/local/etc/rc.d/
IIpeJHa3HavyeHbI I II0JIb30BaTeIbCKUX IIPUJIOKEHU M, TaKUX KaK Apache u Squid.

[TockosbKy FreeBSD paspabaTeiBaeTcd KaK IIOJIHOI[eHHAsl OIlepallMOHHAs CHCTeMa,
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I10JIb30BaTeJIbCKUE IIPUJIOKEHU He CUUTAITCI YaCThI «6a30BOM» cucTeMbl. [101b30BaTeIbCKIUE
IIPUJIOKEeHUS 0OBIYHO YCTaHABJIMBAIOTC C IIOMOIBI0 [TakeToB viu ITopToB. UTOGHI OTAEJIUTH UX
0T 6a30BOM CHUCTeMBI, II0JIb30BATEILCKUE IIPUJIOXKEHUS ycTaHaBuBaroTcsa B /usr/local/. Takum
o6pasoM, HCIIOJHgeMble Gauibl I10JIb30BAaTENbCKUX NPUIIOKEeHUM Haxomarcsa B /usr/local/bin/,
KOHUTypaIloHHbIe paiiiabl — B /usr/local/etc/ 1 Tak masee.

CepBHUCHI BKJIINOUAKTCI IIyTeM [T00aBjeHUS COOTBETCTBYIOIEM 3amucu B ¢arn /etc/rc.conf.
CrcTeMHBle ITapaMeTphI 110 YMOJIYaHUI0 HaXoadaTcd B ¢aitie /etc/defaults/rc.conf, a HaCTpOMKH 110
YMOJIYaHUI IIepeoIpe/ie/II0Tcs ITapaMeTpaMu U3 daiina /etc/rc.conf. Ilogpo6Hee 0 JOCTYIIHBIX
rnapaMeTpax MOXKHO y3HaTb B rc.conf(5). IIpu ycTaHOBKe [OIOJHUTEJbHBIX IIPUI0KEHUU
03HAaKOMbTECh C COOOIlleHHWeM YCTaHOBKH, UTOOBI OIIpe/le/INTh, KaK BK/IIOYUTHL CBg3aHHBIE
CEePBUCHI.

Crnepnyromye 3anucy B /etc/rc.conf BxirouaroT sshd(8), aktusupyroT Apache 2.4 1 yKaseIBarT, 4TO
Apache mosokeH 3amyckaThbes ¢ SSL.

# enable SSHD
sshd_enable="YES"

# enable Apache with SSL
apache24_enable="YES"
apache24_flags="-DSSL"

ITocste BKIFOUEHUA CIIy>KOBI B /etc/rc.conf eé MOYKHO 3aIlyCTUTH 06e3 Iepe3arpy3Kyu CUCTeMBI:

# service sshd start
# service apache24 start

Ecim coyx6a He OblLla BKJIIOUEHA, €€ MOYKHO 3allyCTUTh M3 KOMaHJHOM CTPOKU C IIOMOIIBIO
onestart:

# service sshd onestart

5. HacTpouka ceTu

BMmecTo o61ero umeHTuUKaTopa ethX, KOTOPBIM HCHOJb3yeTcd B Linux® g 0603HauYeHUS
cereBoro wuHTepderica, FreeBSD wucriosb3yeT HUMs [ApadiBepa C IIOCTAEAYIOIIUM YKCJIOM.
Ciepyromnuii BEIBOZ U3 ifconfig(8) mokaseiBaeT ABa ceTeBbIX HHTepderica Intel® Pro 1000 (em0 u
em1):

% ifconfig

emd: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
options=b<RXCSUM, TXCSUM, VLAN_MTU>
inet 10.10.10.100 netmask Oxffffff@0 broadcast 10.10.10.255
ether 00:50:56:a7:70:b2
media: Ethernet autoselect (1000baseTX <full-duplex>)
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status: active

eml: flags=8843<UP,BROADCAST,RUNNING,SIMPLEX,MULTICAST> mtu 1500
options=b<RXCSUM, TXCSUM, VLAN_MTU>
inet 192.168.10.222 netmask Oxffffff@@ broadcast 192.168.10.255
ether 00:50:56:a7:03:2b
media: Ethernet autoselect (100@baseTX <full-duplex>)
status: active

[P-afpec MOXeT OBITH Ha3HaueH HHTepdericy ¢ moMolblo ifconfig(8). YToO6BI HACTPOUKHU
COXpaHsJIIMCh IIOCJIe Ilepesarpyskd, KoH¢urypanus IP mo/pkHa OBITH yKasaHa B /etc/rc.conf.
Crenyroiye 3amucy B /etc/rc.conf 3agaroT UM XocTa, IP-afpec ¥ IIII03 110 YMOJTYaHUIO:

hostname="server1.example.com"
ifconfig_em0="inet 10.10.10.100 netmask 255.255.255.0"
defaultrouter="10.10.10.1"

Hcrio/ib3yuTe Caeayrolue 3alliCH 11 HaCTPOUKU uHTepderica uepe3s DHCP:

hostname="server1.example.com"
ifconfig_em@="DHCP"

6. Firewall

FreeBSD He wucmosb3yer Linux® IPTABLES a1 CBOEro MejKCeTeBOTO 3KpaHa. BmecTo 3TOro
FreeBSD mpepyiaraeT BbIOOP U3 TPEX MeKCeTEeBBIX IKPaHOB Ha YPOBHE s/pa:

* PF
» JPFILTER

* [PFW

PF paspa6otaH mpoekToM OpenBSD u mopTupoBaH B FreeBSD. PF Obl1 co3faH Kak 3aMeHa [
IPFILTER, 1 ero CHHTaKCHC CX0K ¢ cuHTakcucoM IPFILTER. PF Mo>KeT HCII0/Ib30BaThCSI COBMECTHO
c altq(4) mig obecrieueHus QyHKIIHMHU QoS.

JtoT mpuMep 3arnucu PF pasperraeT BXoaaiui SSH:
pass in on $ext_if inet proto tcp from any to ($ext_if) port 22

IPFILTER — 3TO IpUJIOKEHUE [UIsI Me)KCeTeBOro sKpaHa, paspaboTraHHoe /lappeHoM PuzoM. OHO
He gBJIgeTCd CleluQUUHBIM I FreeBSD U OBLIO IIOPTHPOBAHO Ha HECKOJIBLKO OIepaIlMOHHBIX
cucrteM, Bkiarouasg NetBSD, OpenBSD, SunOS, HP/UX u Solaris.

Cuntakcuc IPFILTER g paspenteHus Bxogdiero SSH:
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pass in on $ext_if proto tcp from any to any port = 22

IPFW — 3T0 Me’KceTeBOM 3KpaH, pa3paboTaHHbBIN U Iofep KuBaeMbId FreeBSD. OH M0KeT OBITh
HUCIIOJIb30BaH COBMeCTHO ¢ dummynet(4) g obecliedeHHsI BO3MOXKHOCTEH yIIpaBJIeHHUS
TpaQUKOM U UMUTAIIUU Pa3IMYHBIX TUIIOB CETeBBIX COeJUHEHUN.

Cuntakcuc IPFW 114 paspenieHus Bxogdiero SSH 6yeT caeyOIuMm:

ipfw add allow tcp from any to me 22 in via $ext_if

7. OoHoBJIeHHe FreeBSD

CymiecTByeT ABa MeTofa OOHOBJIEHUsSI CUCTeMBI FreeBSD: M3 HMCXOJHOTO KOAa WM OWHApHBIE
00HOBJIEHUS.

OOHOBJIEHHE U3 MCXOMTHOTO KOZa — 9J9TO HamboJiee CJI0KHBIM MeTOI OOHOBJIEHHS, HO OH
IIpef0CTaBJIsieT HAUOOJBIIYI0 TUOKOCTE. IIpoliecc BKIOUaeT CHHXPOHU3AIUI0 JIOKAJIbHONM KOITUU
ucxopHoro kozaa FreeBSD ¢ penosutopueM FreeBSD Git. ITocsie TOTO KaK JIOKaJIbHBIM HMCXOJAHBIN
KO, OOHOBJIEH, MO>KHO CKOMIIWJINPOBaTh HOBYH BepCHUI0 sd7pa U II0JIb30BATEILCKOTO
IIPOCTPaHCTBA.

/IBoMUHbIe 0OHOBJIEHUS aHAJIOTUUHBI UCII0JIb30BaHUIO yum WU apt-get 111 0OHOBJIEHUS CUCTEMBI
Linux®. B FreeBSD, freebsd-update(8) MoKeT OBITh HCIIOJb30BAaH [JIS IIOJYYeHUS U YCTAHOBKU
HOBBIX [BOUYHBIX OOHOBJIEHUI. JTU OOHOBJIEHUS MOTYT OBITH 3aIlJIAHUPOBAHBI C IIOMOIIBIO

cron(8).
IIpy HCIIOJIB30BaHUU Cron(8) g IUIAaHUPOBaHUA OOHOBJIEHUM MCIIOIb3YHTe
freebsd-update cron B crontab(1), 4TOGBI CHU3UTH BEPOATHOCTH OJJHOBPEMEHHOIO
0 CKayuBaHU 00HOBJIEHUH 60/IBIIIUM KOJIMYEeCTBOM MalllKH:

@ 3 ** * root /usr/sbin/freebsd-update cron

JI1s1 TIOJTy9eHUs OIIOJTHUTEIbHOU MHPopMaIluu 06 06GHOBJIEHUIX MUCXOJHOTO KO/ia U GMHapPHBIX
06HOBJIEHUAX ob6paTuTech K extref:https://docs.freebsd.org/ru/books/handbook/cutting-edge/[ri1aBe
06 o6HOBIeHUX, updating-upgrading-freebsdupdate] B PykoBozactBe FreeBSD.

8. procfs: yiiés, Ho He 3a0bIT

B HeKOTOpBIX AUCTPUOYTHMBAX Linux® MOXKHO IIOCMOTpeTh ¢aii /proc/sys/net/ipv4/ip_forward,
4TOOBI OIIpe/le/INTh, BKIKYeHa U [P-Mapiipyrusanusg. B FreeBSD BMecTO 3TOro MCIIOJIB3yeTCsS
sysctl(8) mJ1s IIpocMOTpa 3TOr0 U JPYTUX CUCTEMHBIX ITapaMeTPOB.

HamprMep, HCIIOJB3yHTe CAeAyIOLIYI KOMaHJy, 4YTOOBI OIlpefle/IuTh, BKJIIOYeHa Ju IP-
mmepeazgpecanud B cucrteMe FreeBSD:


https://man.freebsd.org/cgi/man.cgi?query=dummynet&sektion=4&format=html
https://man.freebsd.org/cgi/man.cgi?query=freebsd-update&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=cron&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=cron&sektion=8&format=html
https://man.freebsd.org/cgi/man.cgi?query=crontab&sektion=1&format=html
https://man.freebsd.org/cgi/man.cgi?query=sysctl&sektion=8&format=html

% sysctl net.inet.ip.forwarding
net.inet.ip.forwarding: 0

M cmoytb3yiTe -a [T BRIBOJ]a BCeX CHCTEeMHBIX HaCTPOeK:
% sysctl -a | more

Ecin mpuitoskeHUIo TpebyeTcst procfs, mo6aBbTe CiIeAyOIYI0 3aIIKCh B /etc/fstab:
proc /proc procfs rw,noauto 0 0

Jlo6aBsieHHe noauto IIpeOTBPAaTUT aBTOMAaTHUeCKOe MOHTHPOBaHUE /proc Ipu 3arpyske.

YToO6HI ITOAKIIOUUTE GalIOBYI0 CHUCTeMY 6e3 Ilepe3arpysKu:

# mount /proc

9. PacmpocTpaHeHHbIE KOMaH/IbI

HekoTopble 9KBUBaJIEHTHI pacIIPOCTPaHEHHBIX KOMaH/| IIpUBe/leHbl HIDKe:

Komanpga Linux® (Red JxBHuBajieHT FreeBSD HasHaueHue

Hat/Debian)

yum install package/apt-get  Pkg install package VCTaHOBUTH IIAKeT U3

install package y/IaJI6HHOTO PeII03UTOPUS

rpm -ivh package / dpkg -i pkg add package VCTaHOBUTD JIOKATbLHEIHA ITaKeT

package

rpm -qa/dpkg -1 pkg info CIHCcoK yCTaHOBJIEHHBIX
IaKeTOB

Lspci pciconf IlepedncIUTh yeTpoiicTBa PCI

Lsmod kldstat I[lepeynC/IUTh 3aTPy>KeHHbIe

MOZYJIU sipa

modprobe kldload / kldunload 3arpyska/BhIrpy3sKa MOJyJIer
azpa

strace truss TpacCUpOBKa CHCTEMHBIX
BHI30BOB

10. 3ak/1rouenue

JTOT JOKYMEHT IpefocTaBuil 0630p FreeBSD. /ly1g 60Jiee feTalbHOTO U3yUYeHUs 9TUX TeM, a TakKe



MHOTHUX JIPYTUX, He PACCMOTPEeHHBIX B JAHHOM JI0OKyMeHTe, 06paTUTech K PykoBo/icTBY FreeBSD.
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